Secure File Transfer Protocol.md 9/7/2021

Transferring files to pc00.cs.siu.edu

The current supported clients for transferring files to pc00.cs.siu.edu over SFTP with two-factor
authentication:

WinSCP (Windows), Filezilla (Windows, Linux, MacOS), scp

Guide for Filezilla

Mageia 8

https://madb.mageia.org/package/show/name/filezilla/arch/x86_64

Ubuntu 20.04

$ sudo apt-get install filezilla

Redhat / Rocky Linux 8

S dnf install epel-release -y
$ dnf install filezilla -y

Launch Filezilla
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® - o Filezila
d - FEesesssce TXTn
Host: :} Username: [:] Password: [ ] Port:l l wu

Local site: [[ | * J| | Remote site: v

ST/

Filename A Filesize Filetype Last modified Filename « Filesize Filetype | Last modified Permission Owner/Gr¢
w bin Directory 05/07/2021 09:....

w boot Directory 05/19/2021 06:... Not connected to any server
W cdrom Directory 06/23/2017 03:...

W csscripts Directory 02/19/2020 04:...

w data Directory 02/14/2018 09....

W dev Directory 09/01/2021 09:.

W etc Directory 09/01/2021 03:...

w Fastvm Directory 09/07/2018 01:...

w home Directory 01/11/201809:...

W isos Directory 05/27/202102:...

w lib Directory 05/15/2021 06:...

w libs4 Directory 05/15/2021 06:... |

w lost+found Directory 06/23/2017 03:...

w mailserver Directorv 06/26/2017 02....

5 files and 35 directories. Total size: At least 161.2 MB Not connected.

Server/Local file Directio Remote file Size Priority Status

W Queued files ‘ Failed transfers |Successful transfers

B8 Queue: emptv e

Click, File -> Site Manager
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[« - 0 Filezilla
d - BEes) ewesce Do n

Host: [:] Username: :] Password: I ] Port: I ] ﬁu

Local site: [{ = Lu_wn' A -

¥ O Site Manager
T L At ag
Select Entry:
General ‘ Advanced || Transfer Settings || Charset|
W My sites
Host: Port:
Protocol: FTP - File Transfer Protocol =
Encryption: | Use explicit FTP over TLS if available 2
Logon Type: | Anonymous 2
Filename A Filesize Filetype e Permission Owner/Gr¢
@ bin Directo
» boot Directo Password: e ver
W cdrom Directo
ipt Direct:
W csscripts !rec o] "
w data Directo
w dev Directo New Site | [ New Folder
W etc Directo " ‘
N B R
@ Fastvm Direcl ew Bookmar ename
@ home Directo Delete Duplicate
W isos Directo
w lib Directo Connect ﬁ Cancel
‘' libea Directo
w lost+Found Directory
w mailserver Directorv 06/26/2017 02:...
Sfiles and 35 directories. Total size: At least 161.2 MB Not connected.
server/Local file Directio Remote file Size Priority Status

L‘Queued files | Failed transfers  Successful transfers

BH Queue: empky .

Click New Site
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Change Protocol to "SFTP - SSH File Transfer Protocol"

9/7/2021

@ 0 Site Manager

Select Entry:
General | Advanced || Transfer Settings " Charset |

¥ ) MySites g ) ———
4 Newsite Host: FTP - File TransFfer Protocol

Protocol: SFTP - SSH File Transfer Protocol
Logon Type: llnteral:l:ive = ‘
User: [anunymuus l
Passwnrd: --------------
Comments:

I MNew Site ‘ I New Folder ‘

INEW Bnukmark‘ I Rename ‘

I Delete ‘ I Duplicate ‘

Connect ‘ I oK ‘ I Cancel




Secure File Transfer Protocol.md

Change Logon Type to Interactive
" @ o site Manager

Select Entry:
¥ . J MySites
L New site
| Newsite || NewFolder |
|New Bookmark| |~ Rename |
l Delete || Duplicate |

9/7/2021

General‘ Advanced | Transfer Settings | Charset

Host: [ | Pork: [ |

- |

-

-

Normal

Protocol: l FTP - File Transfer Protocol

Encryption: | Use explicit FTP over TLS if available

User:
Ask for password

Password:
Accounkt
Comments:
OK Cancel

l Conneckt | |

J |

Type the following into the following fields:

Host: pc00.cs.siu.edu Port: 22

User: (Your SIU Dawg Tag) siu85xxxxxxx Password: Leave unfilled
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' @ O Site Manager

Select Entry: ]

General‘ Advanced | Transfer Settings Charset
¥ ) MySites -
B New site Host: | pcoo.cs.siu.edyl | Port:

Protocol: ISFIP-SSH File Transfer Protocol = ]
Logon Type: llnteractiue =
User: [ SIUBSEXXXKXXX ]
Password:
Comments:

| New Site || New Folder |

| New Bnnkmarkl l Rename |

[ Delete I Duplicate |

| oK | Cancel |

Select Connect
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@ o site Manager

9/7/2021

Select Entry: S
General‘ Advanced | Transfer Settings Charset
¥ ) MySites -
B New site Host: | pcoo.cs.siu.edyl | Port:
Protocol: l SFTP - SSH File Transfer Protocol = |
Logon Type: llnteractiue =
User: [ SIUBSEXXXKXXX ]
Password:
Comments:
| New Site || New Folder |
| New Buukmarkl l Rename |
l Delete I Duplicate |
l (0] 4 | Cancel |

Trust the host key highlighted in the following screenshot:

# Unknown host key

Details

Host: pc00.cs.siu.edu:22

Trust this host and carry on connecting?

Theserver's host key is unknown. You have no guarantee
that the server is the computer you think it is.

Fingerprint: ssh-ed25519 256 f6:bf:fa:99:d4:23:01:5d:7c:2b:cc: 13:38:99:¢1:24

] [Always trust this host, add this key to the n:ache]

Cancel
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@ Enter password

Please enter a password for this server:
Hoskt: pc00.cs.siu.edu
User: siu85

Challenge:
SSH server authentication

Password: [ nuuuu-| l

[ oK ‘ Cancel

Input your user password

@ Enter password

Please enter a password for this server:
Host: pc00.cs.siu.edu
User: siu85 !

Challenge:

SSH server authentication

Duo two-factor login for siu85 Entera
passcode or select one of the following options: 1.
Duo Push to XXX-XXX-0 ' 2. Phone call to XXX-
Hrx-0 3. SMS passcodes to XXX-XXX-0 (next
code starts with: 1) Passcode or option (1-3):

Password: [-| l

[ oK ‘ Cancel

Select 1 for a Duo Push notification
Other options:

1. Duo Push to XXX-XXX-0XXX
2. Phone call to XXX-XXX-0XXX
3. SMS passcodes to XXX-XXX-0XXX (next code starts with: 1)

Finish your two-factor authentication on your device.
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.. -0 New site - sftp://siu85

a4 - @EEeR e s e

Hosk: ] Username: ] Password: [

)@pco0.cs.siu.edu - FileZilla
ST

J Port: [

| | Quickeonnect] -|

9/7/2021

g o coo g« e e e - o e s

Status: Listing dlrectcryfhlme/smas 1/public_html
Status: Directory listing of "/home/sius: y/public_html" successful
Status: Retrieving directory listing of "/"...
Status: Listing directory /
Status: Directory listing of "/" successful
Localsite: |/ | v || | Remotesite: | /home/siuss /public_html |~
LAt Y ¥ W siu8s
2 .ssh
Lo

2 lib

2 libea

2 media

2 misc

2 mnt

& net
Filename ~ Filesize Filetype Last modified Filename  Filesize ~ Filetype  Last modified Permission Owner/Grc
W bin Directory 05/07/2021 09:... ..
W boot Directory 05/19/2021 06:... [] index... 27B htmlfile 07/02/2021... -rw-r-r—  siu85116...
W cdrom Directory 06/23/2017 03:...
W csscripts Directory 02/19/2020 04:...
w data Directory 02/14/2018 09:...
w dev Directory 09/01/2021 09:...
W etc Directory 09/01/2021 03:...
W Fastvm Directory 09/07/2018 01....
w home Directory 01/11/2018 09:...
W isos Directory 05/27/2021 02....
w lib Directory 05/15/2021 06:
i libsa Directory 05/15/202106:... :
w lost+Found Directory 06/23/2017 03:...
w mailserver Directorv 06/26/2017 02:...

5Ffiles and 35 directories. Total size: At least 161.2 MB

1 file. Total size: 27 B

Server/Local file Directio Remote file

Size Priority Status

“Queued files |Failed transfers | Successful transfers

You should now be connected

& Em Queue: empty

e




